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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects".

3
Rationale

This solution describes a way for network triggering the authentication and authorization for a PINE based on EAP framework. 

4
Detailed proposal

****Start of Change (new text) ****
6.X
Solution #X: Remote provisioning of credential for PINE
6.X.1
Introduction
This solution addresses the KI#1 "Authentication and authorization for PINE".

6.X.2
Solution details
6.X.2.1
General
In order to perform PINE authentication and authorization, the PINE needs credential. The credential may be preconfigured in the PINE, or may need remote provisioning from PVS.

6.X.2.2
Remote provisioning requested from PEGC
The procedure describes how 5GC controls the remote provisioning of credential for PINE requested from PEGC, which is referred to the feature described in clause 5.39 of TS 23.501 [X].
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Figure 6.X.2.2-1: Remote provisioning of credential for PINE requested by PEGC
1.
[Optional] The PEMC may provides PVS configuration per PIN to the AF.

2.
[Conditional] If step 1 is performed, the AF sends the PVS information list per PIN to the 5GS.

3.
[Conditional] If step 2 is performed, the NEF authorize the PVS information in the list whether it is allowed by the operator and stores the allowed PVS information list per PIN in the UDR.

4.
The PINE connects to a PEGC, which may be based on the configuration previously received from PEMC. The PINE may disconnect and re-connect to the PEGC. The PINE may initiate IPSec tunnel establishment with the PEGC.
5.
If the PINE does not have any credential and has been preconfigured with PVS information, e.g., PVS FQDN or IP address, the PINE sends Credential Provisionling Request (Device information, PVS information) to the PEGC. The Device Information includes MAC address and device profile, e.g., device type, device description, vendor name, etc.

6.
[Conditional] The PEGC sends Credential Provisioning Request (PINE information, PVS information) to the PEMC with all of the following conditions:

-
The connection information used for the PINE, e.g., SSID or BT ID, is not dedicated for a specific PIN, and the PVS information is not able to associated with a PIN;

-
The PEMC has indicated the PEGC to allow remote provisioning, or has not indicated the PEGC to disallow remote provisioning.
The PINE Information includes Device information, IP address of the PINE, and connection information for the PINE, e.g., SSID or BT ID.
7.
[Conditional] The PEMC assigns the PIN ID based on the PINE information and/or the PVS information, as well as responds to the PEGC with the PIN ID and PVS information. 
The PEMC may determine to provide credential generated by the PEMC itself, so that the PINE does not need to be authenticated by AAA. In this case, the PEMC responds to the PEGC with credential and the PEGC responds to the PINE with the credential, the following steps stop.
8.
[Conditional] If the PDU Session associated with the PIN has not been established, the PEGC initiates PDU Session Establishment procedure. If the PEGC indicates PVS information in the PDU Session Establishment Request, the SMF shall ignore it.
9.
The PEGC sends PDU Session Modification Request with packet filter and PVS indication to the SMF corresponding to the PDU Session related to the PIN with one of the following conditions:

-
The PEGC knows the allowed PVS information list for the PIN, does not receive PVS list update indication for the PIN from PEMC, and the PVS information received from PINE is in the allowed PVS information list for the PIN;

-
The PEGC does not know the allowed PVS information list for the PIN;

-
The PEGC receives PVS list update indication for the PIN from PEMC.
The packet filter includes PINE IP address and the PVS information. 

If the PEGC deteremined to not send the PDU Session Modification Request, it performs step 11 with a cause value indicating the PVS is not allowed for provisioning credential to PINE via 5GS, then stop.
10.
If the PVS indicated by the PVS information is allowed for the PIN, the SMF configures the UPF to allow traffic between the PINE and the PVS. The SMF sends PDU Session Modification Ack to the PEGC. If the PVS is not allowed, the SMF sends PDU Session Modification Reject with a cause value to the PEGC. 

The SMF includes allowed PVS information list in the PDU Session Modification Ack/Reject. The PEGC associates the allowed PVS information list with the PIN that associates with the PDU Session, and removes the PVS list update indication for the PIN.
11.
The PEGC responds to the PINE. If the remote provisioning is disllowed by the 5GS, a cause value is included.
12.
If the remote provisioning is allowed, the PINE communicates with the PVS via the PEGC and the 5GS for credential downloading.
The SMF may disable the communication between the PINE and the PVS after a specific time.  

6.X.2.3
Remote provisioning requested from AF
The procedure describes how 5GC controls the remote provisioning of credential for PINE requested from AF.
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Figure 6.X.2.3-1: Remote provisioning of credential for PINE requested from AF
1.
The PINE connects to a PEGC, which may be based on the configuration previously received from PEMC. The PINE may disconnect and re-connect to the PEGC. The PINE may initiate IPSec tunnel establishment with the PEGC.

2.
If the PINE does not have any credential and has been preconfigured with PVS information, e.g., PVS FQDN or IP address, the PINE sends Credential Provisionling Request (Device information, PVS information) to the PEGC. The Device Information includes MAC address and device profile, e.g., device type, device description, vendor name, etc.

3.
The PEGC does not have the capability of requesting PVS access for PINE, it sends Credential Provisioning Request (PINE information, PVS information) to the PEMC. The PINE Information includes Device information, IP address of the PINE, and connection information for the PINE, e.g., SSID or BT ID.

4.
The PEMC assigns the PIN ID based on the PINE information and/or the PVS information. The PEMC sends Communication Request (PIN ID, PINE Info, PVS Info) to the AF.
The PEMC may determine to provide credential generated by the PEMC itself, so that the PINE does not need to be authenticated by AAA. In this case, the PEMC responds to the PEGC with credential and the PEGC responds to the PINE with the credential, the following steps stop.

5.
The AF sends PIN Update Request to the NEF with PIN ID, packet filter including the PINE IP address and PVS IP address, and a PVS indication.

6.
The AF influence traffic procedure is performed. If the PVS indicated by the PVS information is allowed for the PIN, the SMF initiates PDU Session Modification procedure towards the PEGC and configures the UPF to allow traffic between the PINE and the PVS. If the PVS is not allowed, the SMF does not apply the packet filter. 

7.
The SMF notifies the result to the AF via the NEF.

8.
The AF responds to the PEMC.

9.
The PEMC responds to the PEGC.

10.
The PEGC responds to the PINE.
11.
If the remote provisioning is allowed, the PINE communicates with the PVS via the PEGC and the 5GS for credential downloading.
The SMF may disable the communication between the PINE and the PVS after a specific time.  

6.X.3
Evaluation
This solution is for remote provisioning of credential to PINE in order to perform authentication.  

This solution requires SMF controls remote provisioning of credential per PINE instead of per PEGC, and manages PVS per PIN.

This solution may require NEF to authorize the PVS list update per PIN, or may be able to indicate the communication between PINE and PVS to SMF via PCF requested from AF.
****Second of Change ****
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